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uxad 2 Tasedd19nngsnnANNNUAslaannaauinAlulatia1sdwind (Organization of IT Security)
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2.2 nsduAuingldgdnsalinaeunuazdjifeuszazlnaainnieuanudsng (Mobile Devices and

Teleworking)
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3.2 danivunlunisfnenautuasdaeniasiumaluladasauinaluszudnan1saneeanu (During
Employment)
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4.5 madantadetiuiindaya (Physical Media Transfer)

o

451  Whawmalulatiansauwma nuuaninpaaunaaaunndaya sail

a

= ¥ o v

(1) Muuasnsdndedariuindasya(malulatiansaunavsedesing) Tlauiuanlsensitsiu
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a o A A A

= N 4 9 A a9 & A = e
walulagiansaumna ‘Lummmuma‘mmumm@uumﬂm@a@ﬂ@ﬂmﬂwummmmm@wumﬂgumm

UNIAN 5 ﬂ’\iﬂ'mquﬂ']il,“fl"}ﬁa (Access Control)

5.1 m’mﬁ@\‘m’]im\‘iﬁqiﬁ@ﬁwﬁ’un’mmu@Nﬂ’]iﬁﬁ\i (Business Requirements of Access Control)
511 Wihamalulagiansaume desinnuauljuRdmivdldnumalulautansawna (Acceptable
Use Guideline) atinuiiluanaanualdnms senvisnumaniiedfulgsudlaadrsiaatay 1 a5 tne

weng b AniEN9INNg HLFMNe wilneunAuiunauuasted JuR A amasfuine teeiu

e

v = = A o 2l =< A M vo
nadndeuarnslasuulassruuvivedeyalae i laiidnsvize i fueuny e
512 lihawalulagatsauwma pruaunisdiieasedisaeniomesianzdldnunldiuaynyin
, ¥ oA o =K U] a A P ° = a ]
winrduiansadnnaesedneuazidnisiTediels Ineniuualssinnuzesinismiazedis
=2 ”d‘ Yo v ¥ K dl 1 A 1 o
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52 n1suFunsannsnadnfaesifldeu (User Access Management)

521  Whawmalulagasauma nldiduneunistjifeaunisamadaudldeu n1seeldans was
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(1) duneunisaamzideawinydgldaunazanidaniiydgldeuaeaniiney (User Registration and
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2) ﬁumumﬁmﬂ’]ﬁm%ﬂﬁm’ﬁﬁma;ﬂ%’mu (User Access Provisioning) nnsitaguutlasui lu@ns

an@n@&nanisldeny ain1squgaaninniadneseunanstiuaguaiumianisvineuse

¥

ﬁﬁ“LI‘;TZEI$LQZ\]’]ﬂ’]‘JV‘]”Nquﬁ]’mﬁmm’W’]\?

a

(3) N17ALANUATANTANITIEIUANEANILITRANDAIMT0ANT LAY (Management of Privileged

o

Access Rights) tiiaaauannisfinuuadnadidnylunisdniessuumalulagasaumaliianizy
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(4) dupaunismunaudninisdiieszuumaiulatiansauimnaresildinu (Review of User Access

Rights) @43au09glduinnsnteuan waliduladn@ninisldviuaenndasiuudrnaaiy
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fuiagevuazanadulunisd s nemuualinuniudnsetaianeetialeataz 1
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ASY wianaTunnanisasuLl aauiladns

(5) NMTNAUNTANNTAANNTANENNLENT (Removal or Adjustment of Access Rights) &nan1s1dnn
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53 wthnansuRaTeneed 4911 (User Responsibilities)

53.1  nislddayanisigalfanudaiudeyasi (Use of Secret Authentication Information) Wiinenusias
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54 nisaauANnsidntessuumalulatiansaumauazllsunsuilszynsl (System and Application Access
Control)
541 nnanentsdnnamnalulagansawme (Information Access Restriction)
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5.4.2 %umum@ﬂﬁﬁﬁzﬁwé”umﬁﬁﬂn%ulfﬂ’ﬂizwﬁﬁmwﬂmmﬂ“ﬂ (Secure Log-on Procedures)
(1) Muualiiinisigaianuneudldausrsuudjifnisuasssuuimalulatiansaume
(2) lduanadayarasszuular aundnazyinnisdngszuudnisa
(3) lsluanada ﬂfmm@'fmmaalmwdw%umumivﬁwzg'izuu
(4) wanatamIuLaFaulinuINsTLy

(5) awnsadnielalennz i lasuayn At

(6) maaaudayanisdngseuuresldeuiasiadunisiloutayaimuawintu nnddaianais

v
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o

(7) AripanuIuAiseInsdngsrunlidndaliliniu 3 a5 weldasiunisanawntaadldenuiay
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5.4.3 9rULLIMIIAANNTINANIY (Password Management System)
¥ = a o o ~ Y a [ o a o [ o
ANz UULTNI9AnN1ssRar T uRat1unsaliuIn s ldeun1Bun1sdnnisaaefates (Self
Service) e Waiaiannw sanvilunsaingldenunivussianulidullandeniun danann

v 1 v o 1 :’/ ¥ v v 73 dl o 1 1 1 o

seuusadliayganisldsianuiunianus g ldeulasusiadiwludaundinisiinue
sviaeinuaziuldmadanivun

5.4.4 nslauldsunsuassnilsslaal (Use of Privileged Utility Programs)

v
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(1) Tsunsnessndsslaniduiuszuulfjiifinase (OS Utiities Programs) 4/ nsauIwian iy

sruulfiRnnseguan Iun Tsunsudnnnslna (File Explorer) ldsunsueni@annisinmald sunsu
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(Uninstaller) lsunsuawnufar (Disk Scanner) TusunsudnFasiunaniuudeyauuansnalasil
(Hard Drive) Tsunsudnuutinae (Screen Saver) lultlsunsuiaynia i ldeuldanmls nis
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y

AnglfiaTesranfamaiinaulsetnelilss@nsnin wu Wsunsududnalna (File Compression)

Tsunsulnsaeas (Firewall) Tusunsutiaeiulasa (Antivirus Program) ilusiu

545 mimmummﬁﬁ\ﬁﬁmﬁuaﬂwmiﬂmmu (Access Control to Program Source Code)

(1) gimmszuumalulagansaumadesdnliiinisnruaunisidnne Source Code 1993v UL LY
a = Y a 1
a39%178 lFUIN1g it
® 3impq31Ay Source Code I3luazasnldenuasanazfaaiu Source Code I3lunniannsie

® siaalsiifiv Source Code #agluszndneyinnisnageusanliiu Source Code MldulAasaudn

5.4.6 mimu@umaﬁﬁﬁ@wLL@:fqﬂﬂim“Lumiﬂizm@mzvﬁ'mﬂ@Lmeimu@umsﬁmé?”ﬂ@ﬂmﬁmi‘m
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(3) dpuaszuumaniamasiatalduinisminnanduwinii
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(4) nneRnsavTelsulgereniuafaesszuuANNmafuNd1fesin I aYNRAINEa1uILNNg
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5.4.7 N13AAATEEZIANNNTeNAS (Limitation of Connection Time) 1ia lfl A NsuAe Uaandauin
é’ o o al dld o o = = ldl Y 1A o o ld!’
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(1) gpuadnnisszuuausdasiiuualiiinisgAnisldeussuumalulatiansauma (Session Time-
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out) Waln1sI10duaInnidanlusrasinauiiaadnaies 15 WNUTATNANNUNITAN LA

sruumnaluladiansaumetiueg
(2) HRuaszULNIUfBIainsTazIaINs@aNse (Limitation of Connection Time) &1usunasldanu

= aa , = 4
U ATLIAT AT AU ANH AN ZAN LA T2 UL A TUIAE AN FA N AT

A7 6 N15LANsUATaYA (Cryptography)

6.1 WihemalulaBansawma SpliluudiRnsdsiadeyawaznisuiuisdnnisnyuadnsiadeyan

¥ o a o A v o o = . o . =
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6.1.3  nszLaUNILEIMIdnnIInyuadinsiadesa (Key Management) Nidaauinny Uaansit aseungu

FaUA NN9AIUATAAFT N199ALAL uaznIsENANN LA siateya
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UNIAT 7 N195NHIANNNUALABANENIINIEMNLALENWLIARaN (Physical and Environmental Security)

a s

7.1 AnusluastlaensiaresiunufjiRnu (Secure Areas)
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7.1.1 N1INNUALTN VTN LN BINN195N 1 AN WAL ABAAENI9NLAN (Secure Area)
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712 ﬂ’]ﬁ‘m‘i_lﬂllﬂ’]ﬁ‘L“fJ”]-'a'aﬂVl’Nﬂ’mm’]W (Physical Entry Controls)
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3) Flssiaslinedays datiuin uavginsafantudeyasuldunisizvinam ludelsega vivalu

al

o

grlildFennaualnedinae
7.1.4 fvussnpsnsmsdn-eanmemannassifuiisuesiiuRuRiud ez deeu faAul
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7.1.5 nstleaiudefdRuasdaannAa1nananeuen (Protecting Against External and Environment) 1@
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7.2 anuuAstlaensiavesgneal (Equipment) pratl
7.2 nsapsuaznistesiuglnsad (Equipment Setting and Protection)
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7.2.2 mi@‘l,l,@'qﬂmmiﬁi’m 7 (Supporting Utilities)
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724  niaguainegnsal (Equipment Maintenance)
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Equipment and asset Off-Premises)
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727 msaanisginsnlizanisiiginsaindunnldlus (Secure Disposal or Re-use of Equipment)
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728 nstlesiuginsnfaesldeunliilgnua (Unattended User Equipment)
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8.3 N139ANNTTAAINNAINITD (Capacity Management)
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8.4 NIILTUNIRAANIINIFNAITZLL (System Configuration)
- 4 y dos o . o
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8.6 N msn1stieariuilsunsulaiilszaadd (Control Against Malware)
o A 4 A v e s ¥ o xd

8.6.1  1ATEIAANNIAETANINY UaziATRIABNRamasiuLNNI NGl FuNsRasc sunsntesiuladan

1a5unis dwandayaainiaraspaniainasudaianlivsinisdasiulofa uazdaaialdau
doy o

naananldiaTes

8.6.2 zaspaniunefuddanliuiunseaiuleda desiinsdniandayasigaatans

8.6.3 fliviudasnsmageulvduuuiuiduanuuisdidnnsaiing (e-mail) wialWanlaiuuiann
aumefidasaailsunsuilanulafanauldanm

8.6.4  ugldiuaia iy vieweunstlsunswlilsrasdhidngsruunesiomes seuLEEm

8.6.5  vufldeudauang vizasuniunivneuaasaansiiaflaeiulosa

al

29

Lenamsatuidmiule melwriniin SP-IT001/2025



-ﬂl = & BN lﬂl vy & o o lﬂl ] o a & & % dd‘
866 iradnanfiamesuidnayniaTesilaiaidunisvinnwadensdeivaunesiin andulunsdin
afusasldivinii eidunisdasiuladlillsunsnldlscasmpinansznuiudayand Anyuu

LAFAIADNNILAAFUNU eI AT

8.7 ﬁmumm?muqumﬁﬂmmmﬂmamﬁﬂ‘luqﬂmﬁﬁ”ﬂummiui@ﬁmmummmu’?ﬁwﬁ’lﬁﬂﬁﬂﬁmu
(Endpoint)

8.7.1 ﬁmurﬂLfaﬂmimmifmﬂw;“qm Security Baseline zi”rm*‘u@ﬂﬂa‘ﬂiﬁiﬁﬂﬁu“ﬁmuﬁifqﬂﬂa‘afﬁmzm

Watlasruanuidasannidsunsulidsrassdd (Malware) mem?ﬁ%ﬁmmm%m U N 9RAR

Tsunsuitldsueyaym

8.7.2  MINUANITAILAN LIU nsiasalsunsudeeilafaviessunasmadunisusdiiarastysunsalsl
1/s2&9A7 (Malware) uazsmanisunsunsneatanefnszLUNN VR LAeaiia NI RMATL AR
nsasarinf iatlasiudayadidtyilua (Data Leakage Prevention: DLP) nsaauaunisldde

tuindayannnn (Removable Media) 1lusu

8.8 n13uginsnidausia (Bring Your Own Device: BYOD) 1nldlunsdfjuimnulddramalulatiansawmea
MBANITLILNNILUTINIAANI9gUnInddansn Ausn1samzilieu n1ssiaany uaznisanianldiu uazdn

Wianmunutlay 2 Ass
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8.10 miﬁﬁﬁ‘mﬁmﬂ@ (Information Backup)
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9.2.13
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9.5 N1IMTIRRDUNNTIANATELIL (Detection of attacks of system)
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UNIAT 10 NMTIAMIUALNTNAUNITELLINALUIASANTRULNA (System Acquisition and Development and

Maintenance)

10.1 NIAUUAANNARINTTAUANNTRAsaeafd L sz uuWmATRIaEansalnA (Security Requirements
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10.2 A NN UAIUARAABEIUTLUNTLLIUNITIUNITWEUITZLL (Security in Development and Support
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10.2.8  NIMARALIAETLIIRITTLL (System acceptance testing)
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11.2 nmaurlailoywn wasifuiinmnnisal nsdlssuumaTulatiansaumna lasuannudauie
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(Information Security Business Continuity Management)
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Appendix 1

I - = va
?Wf;lﬂ%‘sﬁ’ﬂw{ﬂLLQ?NW@?E’]HV]@HQ_J’W AILARR

v

g wazldaunieluisdne: dusugldioll

NI Gazaniiuns 997/ License RGN
sruutlfjiiRnng (Operation Software: OS)
Microsoft Windows 7 Professional 64 bit
Microsoft Windows 8 Professional 64 bit
Microsoft Windows 10 Professional 64 bit

OS X

LaNZLATEY Apple, Macintosh

galsunsngdniineu (Office Suite)

Microsoft Office 0365 Business

14186 Word, Excel, Power Point,

One Drive L1LA3ad Desktop

Microsoft Office 0365 Business Premium

1%1#us Word, Excel, Power Point,

One Drive L1LA3ad Desktop

Microsoft Office 0365 Business Pro

1%1#us Word, Excel, Power Point,

One Drive L1LA3ad Desktop

Microsoft Office 2013

Word, Excel, Power Point, Outlook,

Access, OneNote, Publisher

Microsoft Visio R AT sa1T Wit
Microsoft Visio 0365 L@Wﬁ&}fﬁ”lﬁﬁ*ﬂﬂﬂiméuﬁvhﬁu
Microsoft Project L@Wﬁ&}fﬁ”lﬁﬁ*ﬂﬂﬂiméuﬁvhﬁu
Microsoft Visual Studio L@Wﬁ&}fﬁ”lﬁﬁ*ﬂﬂﬂiméuﬁvhﬁu

Microsoft Office for Mac

LaNZLATeY Apple, Macintosh

ﬁmTU?LLmNL@WWW’N (Specific Software)

Adobe Creative Cloud L@Wﬁ&}fﬁ”lﬁﬁ*ﬂﬂﬂiméuﬁvhﬁu
Adobe Photoshop CS5 L'awwpﬁiﬁ%umiwu”ﬁwhﬁu
Adobe lllustrator CS5 L'awwpﬁiﬁ%umiwu”ﬁwhﬁu
Adobe Premiere Pro L@Wﬁzﬁﬁlﬁé’umiwsﬁLﬁﬁﬁu
Adobe After Effects L@Wﬁ:%’ﬁiﬁ%’umiwu"ﬁ Wit
AutoCAD L@Wﬁzﬁﬁlﬁé’umiwsﬁLﬁﬁﬁu
Adobe Acrobat Pro L@Wﬁ:%’ﬁiﬁ%’umiwu"ﬁ Wit
SketchUp Pro 2020 L@Wﬁzﬁﬁlﬁé’umiwsﬁLﬁﬁﬁu
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Faaansag

WA 1A/ License TRV
Camtasia NN AU sadELnTu
SolidWorks NN AU sadELnTiu

Tsunsnassailszla

918 (Utilization Software)

ESET Nod32 antivirus

Tsunsntlaariu Virus

Bit Defender

|zarc

TN Winzip, WinRar

Adobe Acrobat Reader

Fdusudnlng PDF

Microsoft Picture Manager

14unis ACDsee Pro4

PDFCreator 14 unis Adobe Acrobat Pro
CDBurnerXP 14uni Nero Burner
GIMP Igunu Photoshop

Foxit reader

148115 Print PDF

Window Media Player

14N Power DVD

Note++ 1unu Edit Plus

DownThemAll 9unu Internet Download Manager
TsunsuiAsetnedsanaanlail (Social Network Program)

Facebook L e

Line L e e

MS Team

Instagram L e e

Internet Explorer

Fire Fox

Google Chrome

Flash Player

1499110 Browser

JAVA

1499110 Browser
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